
Sam Kheiri
CPTS-CERTIFIED PENETRATION TESTER

Istanbul, Türkiye | security@samkheiri.com | LinkedIn | GitHub

PROFILE

CPTS-certified penetration tester with hands-on experience in web applications, networks, Active Directory, and bug
bounty research. Combines manual testing with clear, remediation-focused reporting for engineering and business
stakeholders.

EXPERIENCE

Penetration Tester | Entekhab Man | Oct 2023 - Jun 2024
• Executed 40+ security assessments across web applications, identifying 65+ vulnerabilities.

• Reviewed Active Directory for 200+ users; remediated 30+ misconfigurations through least-privilege controls.

• Authored 25+ technical pentest reports and executive summaries with remediation tracking.

Bug Bounty Security Researcher | HackerOne, Bugcrowd, Independent | Mar 2022 - Sep 2023
• Reported 35+ verified vulnerabilities across 20+ programs with a 75% acceptance rate.

• Investigated XSS, IDOR, SQL injection, authentication, and business-logic issues; built Python and Bash reconnaissance
scripts.

SELECTED SECURITY ENGAGEMENTS

Haft Sang - Web and network assessment of 15+ endpoints and 8 services; 9 critical findings and a 35-page prioritized
remediation report.

Shen - Active Directory assessment for 150 users; 12+ security gaps, attack-path analysis, and privileged-access hardening
recommendations.

Steel Structure Pardis - Tested 6 internal applications and uncovered 18 issues across authentication, session management,
and access control.

Tire - Identified blind SQL injection and stored XSS; produced proof-of-concept evidence and remediation guidance.

CERTIFICATION & EDUCATION

Hack The Box CPTS, Jan 2025 | OSCP coursework completed; exam pending

Computer Engineering studies, Istanbul Aydin University | 2022 - 2026

SKILLS & LANGUAGES

Security: Burp Suite, Nmap, SQLMap, Metasploit, Nessus, Wireshark, BloodHound, Mimikatz, PowerView, OWASP Top 10,
CVSS

Scripting: Python, Bash, JavaScript, PHP | Languages: English, Turkish, Persian
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